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Abstract 
 
Data injection attacks (DIAs) are one of the principal cybersecurity threats that the smart grid faces. In this 
kind of data-integrity vulnerability, the attacker compromises the measurements gathered by sensors to 
disrupt the state estimation of the power system. This talk first introduces the power system state estimation 
and the DIA formulation within the deterministic framework and the Bayesian framework. Then information-
theoretic measures are introduced to evaluate the quantification of the disruption induced by the DIAs and of 
the resulting probability of detection. We discuss the case in which the attacker aims to maximize the 
information loss induced by the attack and to minimize the probability of detection simultaneously, for which a 
tradeoff strategy is introduced to balance the opposing objectives. Since information-theoretic attacks require 
the second order statistics of the state variables, accessing imperfect second-order statistics in a practical 
setting leads to degradation in the attack performance, which is analysed using random matrix theory tools for 
both the nonasymptotic scenario and the asymptotic scenario. 
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